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Abstract - Cybersecurity educational games are
capable of meeting a variety of goals, including learning
of fundamental cybersecurity concepts, exposure to
cybersecurity literacy, basic awareness, experiential
learning plus situational awareness, and being a medium
for K-12 outreach, college level learning plus corporate
training. Existing literature shows that there have been
several prior research surveys focused on analyzing
cybersecurity educational games from various
viewpoints. However, to our knowledge, there has been
no previous work that has analyzed cybersecurity
educational games in terms of their alignment with the
current benchmarks in academic and industry standards
that include the cybersecurity curriculum plus
assessment guidelines in higher education, the K-12
standardized cybersecurity concepts, and the
cybersecurity job-related functions. In an effort to
address this research gap, we use the CSEC2017
curricular guidelines, the Cybersecurity Assessment
Tools (CATS) model, the National Security Agency (NSA)
GenCyber concepts and the National Initiative for
Cybersecurity Education (NICE) framework for
performing a unique analysis of a list of popular
cybersecurity educational games, plus a few Capture the
Flag (CTF) instances. The list of cyber educational games,
which we study, comprises of Anti-Phishing Phil, Cyber
Awareness Challenge, Cyber CIEGE, Cyber Protect,
Nsteens, NOVA Labs, What.Hack, PASDJO, CyberStart
Go, OnGuardOnline, Safe Online Surfing, and Interland.
This non-traditional survey-based research work
demonstrates a novel, multi-faceted approach for
analyzing popular opensource cybersecurity educational
games in terms of their alignment with the standard
academic and industry benchmarks. Our survey results
include conceptual mapping of these cyber educational
games to (1) the CSEC2017 curricular knowledge areas
(Data Security, Software Security, Component Security,
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Connection Security, System Security, Human Security,
Organizational Security and Societal Security), (2) the
CATS concept inventory topics, including the
Cybersecurity Concept Inventory (CCI), which pertains
to basic first year college concepts, and the Cybersecurity
Curriculum Assessment (CCA), which contains core
concepts and learning outcomes for a college graduate, (3)
the NSA GenCyber concepts (Defense in Depth,
Confidentiality, Integrity, Availability, Think Like an
Adversary and Keep It Simple), and (4) NICE
framework-based specialized skill sets (Analyze, Collect
& Operate, Investigate, Operate & Maintain, Oversee &
Govern, Protect & Defend and Securely Provision). Our
research provides a first-of its kind study and a user-
friendly analysis of open-source cybersecurity
educational games that can serve as an insightful
reference for cybersecurity educators and other
audiences for using these games. Additionally, in this full
research paper, we exhibit how the results of our study
can be used for performing an overall gap analysis with
cybersecurity educational games in terms which
benchmarks they cover and which they do not.

L. INTRODUCTION

As our world becomes increasingly digitalized and
dependent on technology, cybersecurity risks and
cybersecurity attacks have become a prevalent issue. This
rise in cybercrime has revealed the importance of
cybersecurity and the need for more education and awareness
for not only cybersecurity professionals, but also the general
public [7, 20, 22, 24, 26, 32, 33, 34, 36, 40]. In recent years,
there have been a number of cybersecurity educational games
developed for a variety of settings in order to address these
concerns [3, 20, 21, 27, 28, 33, 37, 38]. These games have
shown promising results in terms of their engagement and



pedagogical benefits, as well as being widely accessible and
cost effective.

Previous research studies have conducted different
surveys and analysis of cybersecurity educational games,
including evaluation, performance assessment, and
effectiveness in terms of learner engagement and motivation
[3,7,20,21, 22,24, 26,27, 28, 34]. There have been similar
research surveys on the aspects of evaluation, performance
assessment, and effectiveness of CTF s [4, 23, 29, 30, 35, 36,
39, 48], which have been surveyed separately from
traditional cyber educational games. A recent survey on CTF
s [48] has studied CTF challenges by mapping the solutions
of the challenges to the IEEE/ACM curricular guidelines [1].
However, to our knowledge, no existing work has ever done
an assessment study to see whether the traditional
cybersecurity educational games meet the academic and
industry recommendations, including desired outcomes from
an educational perspective, like the ACM/IEEE
recommendations [1], or other benchmarks.

A few prior studies on cybersecurity games [28, 41] have
indicated future directions of work towards taxonomizing
these games based upon learner assessment and needs from
an educational perspective. The authors of [28] argue that
since these cybersecurity games are traditionally considered
as part of an informal learning space, it might not of much
relevance to try developing a taxonomy for characterizing the
role of a cybersecurity game in instruction, or its placement
within formal educational curricula. With the extensive
evolution of cybersecurity games, the academic community
now have started to recognize the educational values of these
games. The researchers in [41] propose a conceptual
framework for taxonomizing cybersecurity learning and
training elements, including games, that is driven by scenario
execution flows (SEF) and standards for knowledge, skills
and abilities (KSA), but no academic benchmarks or
curricular assessment standards are utilized in this work.

In this paper, we address this research gap by proposing
a unique conceptual analysis based taxonomy for
cybersecurity educational games in terms of their alignments
with the CSEC2017 guidelines [1], the NICE framework-
based specialized skills [5], the CATS concept inventory
topics [6], the NSA GenCyber concepts [2], and the
corresponding learning outcomes respectively. To our
knowledge, our approach is novel, and our survey results are
the first of its kind, which lead to a unique way of analyzing
cyber educational games from the standpoint of how well
they meet academic and industry benchmarks.

II. BACKGROUND

For our research study, a set of academic benchmarks
and professional standards were carefully selected due to
their popularity, recognition, wide scope of application (in
both academia and industry) and user-specific relevance i.c.,
based upon the multiple user classes they are intended for.
We implement a diverse, multi-layered taxonomy structure
as part of our unique analysis in which we use these chosen

frameworks and standards together to create a conceptual
map out of a selected list of cybersecurity educational games.

The first academic benchmark, as used in our conceptual
taxonomy, is CSEC2017 [1], which is a comprehensive
curricular guide developed by the IEEE/ACM Joint Task
Force on Cybersecurity (JTF) to provide a structure to the
cybersecurity disciplinary curriculum in higher education. It
is a reference framework for cybersecurity academic
programs to meet the curricular needs of the discipline, while
providing flexibility for a continually evolving field. The
CSEC2017 is made up of 8 Knowledge Areas (KA s), which
include Data Security, Software Security, Component
Security, Connection Security, System Security, Human
Security, Organizational Security, and Societal Security.
Collectively, these KA s represent the full body of knowledge
within the cybersecurity discipline. Each KA is broken into
multiple Knowledge Units (KU s) that include more specific
topics and essential concepts. CSEC2017 has been used in
previous studies in cybersecurity education, involving
conceptual taxonomy [25, 31, 42], but it has never been used
in conjunction with classifying traditional cyber games.

The second academic benchmark, as used in this study,
is the CATS assessment framework [6], which was
developed to provide infrastructure for evidence-based
improvement of cybersecurity education. We utilize the two
CATS components - CCI and CCA, which originate from a
Delphi process in which cybersecurity experts rated topics
based on importance, difficulty, and timelessness to identify
core cybersecurity concepts. The CCI includes 38 topics that
should be mastered after a student’s first course in the field
and the CCA includes 53 topics that should be mastered by
graduating students, who are about to enter the workforce.
These have been used in prior cyber educational taxonomy
studies [31], but never in the categorization of cyber games.

Our third chosen academic standard is the NSA
GenCyber conceptual framework [2], which was developed
to improve teaching and content for K-12 cybersecurity
curricula, while increasing awareness, interest and learning
opportunities among youth. These concepts, which are
fundamental to understanding and practicing effective
cybersecurity, include Defense in Depth, Confidentiality,
Integrity, Availability, Think Like an Adversary, and Keep It
Simple. Even though these GenCyber concepts have been in
previous K-12 cybersecurity work [3, 34], they have not been
used before in analysis of cyber games.

Our last and fourth selected benchmark for this study is
the NICE workforce framework [5], which was developed as
a fundamental reference resource for describing and sharing
information about cybersecurity workforce knowledge
requirements. The NICE framework consists of 7 Workforce
Functions, which include Security Provision (SP), Operate
and Maintain (OM), Oversee and Govern (OG), Protect and
Defend (PR), Analyze (AN), Collect and Operate (CO), and
Investigate (IN). These workforce functions include
Specialty Areas, which represent areas of more concentrated
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I1I. METHODOLOGY

Our research began with a survey of existing literature
focused on the current state of art cybersecurity educational
games, were opensource, easily & freely accessible, and
intended for a variety of audiences. We included the
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the educational benchmark aligned contents in cyber games. ‘ fescances:
Hence, we only surveyed a few CTF as part of this work.
In order to perform our unique analysis of the games, we
played each game, observed its offered insights, gains & Fig. 3. The CyberCIEGE cybersecurity educational game scenario-based play screenshot 2.
learnings, and noted the key cybersecurity concepts it taught.
We then reviewed those conceptual takeaways and mapped
them to the chosen academic & industry benchmarks
accordingly. The conceptual mapping process we utilized for

our unique taxonomy building is similar to prior research to .exa!mlne not 'on'ly the gameplay, but also the Varlgus
studies that are based upon conceptual analysis in objectives or missions that are offered. When loading

cybersecurity education [25, 28, 31, 33, 41, 42]. To illustrate CyberCIEGE, a starting menu is shown that includes the
this process for better understanding, we provide a brief various scenarios that are available, as seen in Fl.gure 1.. Thus,
description of how we analyze the CyberCIEGE game [10] from here we can figure out some of the potential topics that

as part of our study. When starting any game, it is necessary
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Table 1. CSEC2017 Analysis Results: These CSEC2017 curricular reference-based assessment outcomes are obtained by conceptual mapping of our surveyed cybersecurity
educational games to the CSEC2017 Knowledge Areas (KA s) based upon the KA s covered in each game, as well as the Knowledge Units (KU s) covered within each KA. The
games, whose CSEC2017 alignment we study here, are intended for college-level audiences. Games with an asterisk (*) are intended for multiple audiences.
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Table 2. NICE Analysis Results:

These NICE framework-based assessment outcomes are obtained by conceptual mapping of our surveyed cybersecurity
educational games to the workforce functions covered in each game, as well as the specialty areas and work roles covered within each workforce function. These
games, which we analyzed here, is intended for industry-level audience i.e., college graduates. Games with an asterisk (*) are intended for multiple audiences.

this game will teach the user about. Once loaded into the first
scenario, the game’s aspects can be further examined. Upon
exploring the different scenario content areas available
within the game, as shown in Figures 2 and 3, prior to
completing the objectives, it is clear that the game covers
multiple topics, including phishing, authentication, access
control and passwords. After the initial observations, we then
focus on completing the objectives, including taking note of
the content topics that are taught. This process is repeated
until all, or as many possible game play scenarios are
completed. In an attempt to remain thorough and consistent
in our conceptual analysis, we map every topic included in
each game, whether it is mentioned in only one section of the
game, or it is covered or discussed throughout the game.

IV. OUR ANALYSIS RESULTS FOR CYBERSECURITY

EDUCATIONAL GAMES

For making our mapping more practical, meaningful and
useful, we analyzed each cyber educational game based on
the intended audience. The CSEC2017 is primarily intended
for post-secondary users, the NICE Framework is intended
for industry-level users, the CATS framework topics are
intended for college-level students, and the GenCyber
concepts are intended for K-12 community users. We
determined the intended audience for each game by referring
to the original source point of each game came and by
referring to existing literature on these games. Tables 1, 2, 3
and 4 display our conceptual mapping based analysis results
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Table 3. CATS Analysis Results: Here, we use the Cybersecurity Assessment Tools (CATS) to analyze our list of cybersecurity educational games by mapping every one
of them to the list of Cybersecurity Concept Inventory (CCI) topics and the Cybersecurity Curriculum Assessment (CCA) topic, as covered in each game. The list of game,
which we surveyed using the CATS framework, is intended for college-level audiences. Games with an asterisk (*) are intended for multiple audiences.
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Table 4. GenCyber Analysis Results: These assessment outcomes are produced by mapping our list of surveyed cybersecurity educational games to the GenCyber
security-first concepts i.e., by determining the list of GenCyber cybersecurity concepts covered in each game. The list of games, which we analyzed using the GenCyber
concepts, is intended for K-12 audiences. Games with an asterisk (*) are intended for multiple audiences.)

using each of our selected benchmarks. In each table, we have intended for college-level students, and be useful in terms of
marked those games with an asterisk that are intended for training & assessing the students on those basic cybersecurity
multiple audiences.
Table 1 shows the results of our conceptual mapping of
the games intended for a college-level audience using 100%
CSEC2017. We analyzed each game in terms of its coverage
of the KA s and KU s. Previous taxonomy based mapping
studies in cybersecurity education, that have utilized 5%
CSEC2017, have only used the KA s. However, our work
goes a step further by also accounting for the KU s in addition 58% 58% 58%
to the KA s. This enables us to analyze more in-depth on the 50%
specific topics that are covered. The results from this table
can be used to determine which games could be used to teach 33%
specific KA s and/or KU s at the college level. ok 25% 25% 25%
Table 2 displays our analysis results from the usage of
the NICE Framework. We analyzed each game in terms of

Workforce Functions, as well as the Specialty Area and Work 0%
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from the industry, or to those, who are entering the

cybersecurity workforce, as they could be used to determine Fig. 5. The extent to which (in terms of percentage) cach NICE

how these games could be utilized in the advanced level workforce function is covered in the list of popular cybersecurity
game-based training for various cybersecurity job positions. educational games that we assessed.

Table 3 exhibits our conceptual mapping results based
upon the CATS assessment framework components - CCI topics that they need to know as starters plus as graduates.
and CCA. Both the CCI topics and the CCA topics are This could also be used to determine which games can be

utilized to teach the corresponding mapped CCI and CCA
topics to college students.

100% — Last, but not the least, Table 4 lists the results from our
conceptual mapping with the GenCyber concepts. This table
is intended for a K-12 audience, and can be useful to the pre-

s (i) i college community to find out which cybersecurity concepts
are covered by the K-12 level cybersecurity education games.

50% - V. GAP ANALYSIS
In addition to our conceptual mapping based analysis
o5% using the chosen benchmarks, we also performed a gap
2% analysis, as part of our study, in which we determine the
4% 14% 14% topics in each framework that are covered, as well as
0% highlight the topics that are not covered or are lacking
o seo\;t\‘* 600\;(‘\‘* 50““(\“ 600&\‘* seooi\“ o %ec&\“ coverage. Our unique approach of taxonomy building for
A° 0 & W o & o 0@ cyber educational games not only provides us a medium for

9 g o o o R R & y g yp

o o @ W 57 o analyzing the strength in terms of alignments or coverage of

(O . C o .
o topics from each reference framework, which is used in our
Fig. 4. The extent to which (in terms of percentage) each CSEC2017
knowledge areas (KA) is covered in the list of popular cybersecurity
educational games that we analyzed.



conceptual mapping, but for also finding out the weaknesses
(or gaps) in terms of non-alignment or non-coverage. This
sort of holistic analysis moreover assists us in comparing one
cybersecurity educational game to another one in terms of
what one offers in educational content value compared to
another. A recent work [47] illustrates an academic
benchmark based taxonomy framework for comparing one
computer science educational course (or module) to another.
However, to our knowledge there is no previous instance of
work that demonstrates such use of a conceptual analysis,
based upon academic & industry benchmarks, to compare
cybersecurity educational games.

As part of our additional gap analsyis study, Figure 4
shows the extent to which each CSEC2017 KA was found
covered in our selected set of cybersecurity educational
games that were analyzed. As seen from the figure, the Data
Security KA was observed in all of the games that were
analyzed making it the most string coverage area (or topic).
The System Security and Human Security KA s were mapped
to a majority of the analyzed games. The Software Security

100%
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Fig. 6. The extent to which (in terms of percentage) each GenCyber
cybersecurity concept is covered in the list of popular cybersecurity
educational games that we surveyed.

KA was covered in half of the analyzed games. Lastly, the
KA s lacking coverage were Component Security,
Connection Security, Organizational Security, and Societal
Security, thus making them the weak areas, or gaps within,

Figure 5 depicts the extent to which each NICE
Framework Workforce Function was mapped to in our list of
analyzed games. The Analyze, Oversee & Govern, and
Protect & Defend Workforce Functions were covered in
about half of the analyzed games making them the area of
strength. The Workforce Functions lacking coverage
included Collect & Operate, Investigate, Operate &
Maintain, and Securely Provision, thus making them the
areas of weakness (or gap).

Figure 6 indicates the extent of coverage of GenCyber
Concepts in the set of analyzed games. The Integrity concept
is observed in almost all of the games, thus making it the

strength in terms of coverage. The Confidentiality and
Adversarial Thinking concepts are seen to be covered in a
majority of the games. The Defense in Depth concept, on the
other hand, has less coverage compared to the other concepts,
while Availability and Keep It Simple received no coverage
at all, thus making it the area of weakness (or gap) .

Thus, this gap analysis, which results from our study of
the cybersecurity educational games, can further provide
valuable information on what are the weaknesses in each
game that need to be addressed, or the gaps to be filled. The
visual graphs hat we were able to generate from our analysis
results can provide useful insights, and become a vital
resource to the cybersecurity game creators in improving
these games by filling in the missing content areas or gaps.

VL CONCLUSION

It is noteworthy that the use of academic benchmarks and
industry frameworks for conceptual taxonomy building
within cybersecurity education is not new [25, 28,31, 41, 42].
However, it is novel for traditional cybersecurity educational
games, and that’s where our primary research contribution
lies in this paper. Previous research done on cybersecurity
educational games have mainly focused on learner
performance, effectiveness and engagement. To our
knowledge, there is no prior published survey work done on
the exclusive analysis of how these games fare in terms of
their alignment with standard academic benchmarks and
industry job related demands. The closest and most relevant
work in this regard within existing literature on cyber
educational games only proposes a conceptual framework
[33] consisting of learning theories and training models, plus
some industry benchmarks, but does not share the results of
its application towards games. This paper intends to fill in
this research gap in the context of cybersecurity educational
games.

Our work is novel in the sense it demonstrates
conceptual analysis based mapping of traditional
cybersecurity games to a set of carefully chosen academic
plus industry benchmarks, which are developed by
professionals in the cybersecurity field. Our work provides
different stakeholders, including the K-12 cybersecurity
educators, the college-level academic community, and
industry users valuable insights in regard to making a choice
with these games for educational and training settings. By
using multiple frameworks and mapping each game based on
the intended audience(s), our results give more relevant and
meaningful information to the user. Additionally, our gap
analysis results provide insights into the extent to which
different cybersecurity content topics or area are covered in
a set of selected games, as well as assist the game developers
with future scope of improvement and enhancements to the
cybersecurity educational games.

Our results are a potential resource for cybersecurity
educators, the academic community, and industry members
alike. Our insights and specialized information could be used
to help implement cybersecurity educational games into
academic programs and industry training as a way to improve



comprehension and awareness in a diverse set of education
areas. In addition, our results could be used as a resource for
those involved in recreational gaming, who want to further
explore the realm of cybersecurity.

As a future extension of this work, we would also like to
expand the list of cyber educational games that we have
analyzed in this research study. We would also like to add
other industry reference frameworks and application domains
(like the National Cyber League knowledge domain areas,
the Cyber Kill Chain framework, and the MITRE
organizational frameworks on cybersecurity) to our list of
benchmarks for added analysis results. We also intend to
incorporate the latest, revised NICE framework for our future
studies. We hope to make our survey results a comprehensive
repository for all cyber educational games.
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